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For	them,	the	decision	may	be	less	about	politics	and	principles	and	more	about	keeping	the	company	productive,	making	money,	and	staying	in	business.	When	consulting	an	MSDS,	keep	in	mind	that	few	substances	are	pure	forms	of	molecules,	so	the	content	of	an	MSDS	will	depend	on	the	manufacturer.	MSDSs	have	been	around,	in	one	form	or
another,	since	the	time	of	the	ancient	Egyptians.	In	this	case,	you	can	scan	the	MSDS	for	any	safety	precautions,	health	effects,	storage	cautions,	or	disposal	instructions.	There	are	links	to	MSDS	databases	from	this	site.	If	productivity	slows	or	stops	altogether,	you	could	incur	greater	losses	in	revenue	than	the	cost	of	paying	the	ransom.	Share	your
opinions	with	fellow	TechRepublic	members.	With	ransoms	increasing	and	the	technology	becoming	more	sophisticated	and	more	difficult	to	identify,	this	growth	spurt	shows	no	signs	of	slowing	down	any	time	soon.	SEE:	WannaCry:	The	smart	person’s	guide	Paying	the	ransom	The	upside	to	paying	is	immediate	in	most	(but	not	all)	cases.	I	feel,
personally,	that	it	isn’t	so	black	and	white	and	that	each	scenario	should	be	addressed	based	on	the	circumstances	rather	than	choosing	an	answer	based	on	a	preset	plan.	Although	MSDSs	are	targeted	at	workplaces	and	emergency	personnel,	any	consumer	can	benefit	from	having	important	product	information	available.	You	will	receive	the
decryption	key,	which	will	allow	you	to	decrypt	your	data	and	recoup	your	files.	Theoretically,	MSDSs	can	be	written	by	pretty	much	anyone	(although	there	is	some	liability	involved),	so	the	information	is	only	as	accurate	as	the	author's	references	and	understanding	of	the	data.	But	I	have	worked	with	companies	that	paid	the	ransom	because	it	came
down	to	their	bottom	line.	A	National	Supply	Number	is	a	four-digit	FSC	class	code	number	plus	a	nine-digit	National	Item	Identification	Number	or	NIIN.	According	to	a	1997	study	by	OSHA	"one	expert	panel	review	established	that	only	11%	of	the	MSDSs	were	found	to	be	accurate	in	all	of	the	following	four	areas:	health	effects,	first	aid,	personal
protective	equipment,	and	exposure	limits.	An	MSDS	might	appear	to	be	intimidating	and	technical,	but	the	information	is	not	intended	to	be	difficult	to	understand.	It	does	not	specify	what	chemicals	are	in	the	product	or	whether	the	product	is	a	mixture	of	chemicals	or	a	single	chemical.	Know	their	hazards	and	plan	your	response	to	an	emergency
before	it	happens!	This	doesn't	mean	that	MSDSs	are	useless,	but	it	does	indicate	that	information	needs	to	be	used	with	caution	and	that	MSDSs	should	be	obtained	from	trustworthy	and	reliable	sources.	Certain	MSDSs,	such	as	those	for	drugs,	may	be	more	difficult	to	obtain,	but	are	still	available	upon	request.	As	Michael	Kassner	predicted	back	in



2010,	“Ransom	on	the	internet	may	not	garner	much	money	per	incident	but	patient	extortionists	can	cast	a	wide	net	and	haul	in	many	innocent	victims	who	have	no	recourse	other	than	to	pay.”	His	2015	follow-up	article	showed,	based	on	the	evidence	available	at	the	time,	that	he	was	right.	They	say	you	should	focus	on	backing	up	your	data
correctly	so	that	it	can	be	restored–and	do	not	pay	the	ransom.	Despite	the	rapid	growth	of	this	malware	type	and	continued	warnings	from	security	professionals	everywhere,	ransomware	has	evolved	into	a	billion	dollar	industry.	The	bottom	line:	Respect	the	chemicals	you	use.	Ransomware	has	exploded	like	gangbusters.	The	recent	outbreak	of
WannaCry	(and	its	variants)	is	the	latest	in	a	long	line	of	malware	that	is	targeting	all	types	of	systems	worldwide	for	maximum	impact.	You	can	usually	search	for	substance	using	its	CAS	(Chemical	Abstracts	Service)	registry	number.	Different	chemicals	may	have	the	same	name,	but	each	will	have	its	own	CAS	number.	More	often,	MSDSs	are	read
after	a	product	is	purchased.	A	generic	name	or	chemical	family	name	describes	a	group	of	chemicals	with	related	physical	and	chemical	properties.	Paying	the	ransom	may	reduce	the	impact	of	the	attack	on	your	company’s	liability	or	other	fiduciary	responsibility.	An	MSDS	provides	information	about	proper	storage	of	a	substance,	first	aid,	spill
response,	safe	disposal,	toxicity,	flammability,	and	additional	useful	material.	And	what	a	powder	keg	of	a	question	that	one	is,	with	no	clear-cut	right	or	wrong	answer	to	the	dilemma,	since	each	situation	could	potentially	be	different	from	the	next.	The	instructions	on	an	MSDS	do	not	replace	those	of	a	health	care	professional,	but	can	be	helpful
emergency	situations.	Also,	some	products	intended	for	consumer	use	are	sold	with	MSDSs	enclosed.	Not	paying	the	ransom	Most	individuals	who	lean	toward	not	paying	the	ransom	cite	one	belief	as	their	main	reason:	Paying	up	encourages	ransomware,	which	allows	it	to	grow	and	thrive.	A	Material	Safety	Data	Sheet	or	is	a	summary	of	the	key
properties	of	a	substance	and	the	hazards	associated	with	its	use.Material	Safety	Data	sheets	are	not	standardized,	so	it's	important	to	consult	one	provided	by	a	respected	source.Two	chemicals	that	have	the	same	name	may	have	very	different	MSDS	sheets	because	the	particle	size	of	the	product	and	its	purity	may	significantly	affect	its
properties.MSDS	sheets	should	be	kept	in	an	easy-to-find	location	and	made	accessible	to	all	persons	dealing	with	chemicals.	However,	if	you	are	reading	this	article	online	then	you	have	easy	access	to	thousands	of	MSDSs	via	the	internet.	You	might	simply	scan	an	MSDS	to	see	if	any	warnings	or	hazards	are	delineated.	MSDSs	are	not	limited	to
reagents	used	for	chemistry,	but	are	provided	for	most	substances,	including	common	household	products	such	as	cleaners,	gasoline,	pesticides,	certain	foods,	drugs,	and	office	and	school	supplies.	Sometimes	the	easiest	way	to	locate	a	product	is	to	search	by	manufacturer.	I	can	sympathize	with	the	“do	not	pay”	crowd	on	the	theory	that	paying
encourages	threat	actors	to	continue	to	push	the	boundaries	and	expand	their	attacks	further.	And	let’s	not	forget	the	tech	pundits	who	repeat,	as	if	they’re	speaking	a	mantra,	that	proper	backups	are	the	only	things	that	are	necessary.	A	Material	Safety	Data	Sheet	(MSDS)	is	a	written	document	that	provides	product	users	and	emergency	personnel
with	information	and	procedures	needed	for	handling	and	working	with	chemicals.	Also	read…	Your	thoughts	Have	you	been	the	victim	of	ransomware?	An	MSDS	is	an	excellent	resource	to	consult	when	a	product	has	been	spilled	or	a	person	has	been	exposed	to	the	product	(ingested,	inhaled,	spilled	on	skin).	If	the	content	is	difficult	to	understand
there	are	online	MSDS	glossaries	to	help	define	any	unfamiliar	words	and	often	contact	information	for	further	explanations.	Further,	the	health	effects	data	on	the	MSDSs	frequently	are	incomplete	and	the	chronic	data	are	often	incorrect	or	less	complete	than	the	acute	data".	MSDSs	often	list	symptoms	that	might	indicate	exposure	to	the	product.
The	biggest	question	that	rings	out	from	individuals	facing	ransomware	infections	is	this:	Should	I	pay	the	ransom?	What	are	your	thoughts	on	paying	vs	not	paying	the	ransom?	And	now,	ransomware	has	far	exceeded	its	meager	$24	million	intake	in	2015.	Every	enterprise	is	different,	so	the	issue	might	be	resolved	in	days,	weeks,	or	never,	in	the
case	of	complete	loss.	The	chemical	name	or	specific	name	is	used	most	often	to	find	MSDSs	for	health	effects	and	protective	measures.	IUPAC	(International	Union	of	Pure	and	Applied	Chemistry)	conventions	are	used	more	often	than	common	names.	Synonyms	are	often	listed	on	MSDSs.	The	molecular	formula	may	be	used	to	locate	a	chemical	of
known	composition.	Others	feel	that	out	of	principle,	ransom	should	not	be	paid	because	of	the	criminal	nature	behind	trapping	someone’s	data.	A	trade	name	or	product	name	is	the	brand,	commercial,	or	marketing	name	the	manufacturer	gives	the	product.	To	locate	an	MSDS	for	a	product	you	will	need	to	know	its	name.	Products	may	be	found
using	their	US	Defense	Department	NSN.	Although	MSDS	formats	vary	somewhat	between	countries	and	authors	(an	international	MSDS	format	is	documented	in	ANSI	Standard	Z400.1-1993),	they	generally	outline	the	physical	and	chemical	properties	of	the	product,	describe	potential	hazards	associated	with	the	substance	(health,	storage	cautions,
flammability,	radioactivity,	reactivity,	etc.),	prescribe	emergency	actions,	and	often	include	manufacturer	identification,	address,	MSDS	date,	and	emergency	phone	numbers.	In	other	words,	two	MSDSs	for	the	same	chemical	may	contain	different	information,	depending	on	the	impurities	of	the	substance	or	the	method	used	in	its	preparation.	College
and	university	chemistry	departments	will	maintain	MSDSs	on	many	chemicals.	Alternate	names	for	chemicals	are	often	provided	on	the	MSDS,	but	there	is	no	standardized	naming	of	substances.	And	in	some	situations,	not	paying	could	put	lives	at	risk,	as	hospitals	and	governments	have	been	increasingly	targeted	in	recent	attacks.	Familiarity	with
MSDSs	allows	for	precautions	to	be	taken	for	potentially	dangerous	products;	seemingly	safe	products	may	be	found	to	contain	unforeseen	hazards.	Playing	devil’s	advocate,	let’s	consider	the	pros	and	cons	of	of	the	pay/no-pay	decision	to	better	understand	both	sides	of	this	growing	issue.	Finally,	preserving	public	trust	is	another	reason	to	pay	the
ransom	and	move	forward,	as	a	large	enough	loss	of	reputation	can	be	the	death	knell	for	a	company.	Many	companies	have	MSDSs	for	their	products	available	online	via	their	websites.	Since	the	point	of	an	MSDS	is	to	make	hazard	information	available	to	consumers	and	since	copyrights	don't	tend	to	apply	to	restrict	distribution,	MSDS	are	widely
available.	Sometimes	an	MSDS	will	list	only	the	generic	name	of	a	product,	although	in	most	countries	laws	require	that	chemical	names	also	be	listed.	SEE:	17	tips	for	protecting	Windows	computers	and	Macs	from	ransomware	(free	PDF)	Who’s	right?	In	many	countries,	employers	are	required	to	maintain	MSDSs	for	their	workers,	so	a	good	place	to
locate	MSDSs	is	on	the	job.	They	believe	that	law	enforcement	and	the	security	industry	should	have	a	better	grasp	on	resolving	this,	since	so	many	are	being	affected	by	this	annually.	Ideally	you	would	read	an	MSDS	before	obtaining	a	product	so	that	you	could	prepare	proper	storage	and	handling.	It’s	clear	that	both	camps	can	cite	a	variety	of
reasons	to	support	the	decisions	they	make.	Material	Safety	Data	Sheets	are	not	created	equal.
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